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AKTyaJbHOCTb IPOOJIEMBI 3alIUTHl HH()OPMALIHH.

OcHoBHbIE (aKTOPHI MOBBILIECHUS YSI3BUMOCTH UH(OPMAIIHH.

[IepeunciuTh pUCKU B IPOMBIIUIEHHOCTH cBsi3aHHbIE ¢ 1T.

AKTyaJabHOCTb 3alIUTHl MH()OPMAIIMH, CBI3aHHON C COCTAaBOM U ()YHKLMOHATbHBIMU
BO3MOKHOCTSIMU coBpeMeHHbIX UT.

OcHOBHbIE MOHATHS HH(OPMALIMOHHON 0€30MacHOCTH.

VY SA3BUMOCTH BBIUMCIUTEIBHBIX CUCTEM, CBSI3aHHBIE C (PU3MUECKUMH MIPOLIECCaMH,
IIPOTEKAIOIUMU B HUX.

VY 3BUMOCTH MTHPOPMAITMOHHBIX U BBIYMCIUTEIBHBIX CUCTEM, CBSI3aHHBIE C ClielU(PUKON
peanu3anuyi MaTEMaTUYECKUX U JIOTUYECKUX BBIYMCICHHUM.

Nudopmanronnsie pecypcebl cOopa nHGOpMaIuu 00 yI3BUMOCTAX U PUCKAX
UH(POPMALIMOHHBIX M BBIYUCIUTEIBHBIX CUCTEM.

[Tepeuncnure ocHOBHBIEC 3aKOHBI PD cBs3aHHBIE ¢ MHPOPMAIIMOHHOM 0€30MMaCHOCTHIO.
OcHosHble nonoxenus denepanpHoro 3akoHa Nel49.

OcHoBHBIE NOJIO)KeHHS PenepanbHOro 3akoHa NelS2.

CriocoObl ¥ OXO0/1bI K TOMCKY OCHOBHBIX 3aKOHOJATENbHBIX akToB PD B 0b6mactu
3alUThl UHGOPMAIUH.

[lepeuncanTh pUCKU BOZHUKHOBEHUS MPOOIJIEM 3aIIUThl HHPOPMALIUU TPU
MPOEKTUPOBAHUHU U Pa3pabOTKe NHYOPMALIMOHHBIX U aBTOMATU3UPOBAHHBIX CUCTEM.
ITpo6aemsl cOopa, 00pabOTKH U MpeACTaBICHUs HHPOPMALIUHU C YYETOM COBPEMEHHBIX
TpeOoBaHUI HHPOPMAIIMOHHOM 0€30aCHOCTH Ha BCEX YPOBHSIX KU3HEHHOTO LIUKJIA.
CucreMsl 3alIMTHl OT HECAHKIIMOHUPOBAHHOTO JOCTYIA B ONIEPALIMOHHBIX CUCTEMAX U
JIOKAJIbHBIX CETAX Mepeiayu TaHHBIX.

[TomuTrky 6€30MacHOCTH.

Opranu3anus CeKpeTHOTO JAEJIONPOU3BOICTBA U MEPOTIPUATHIA MO 3alIUTE HHPOPMALIUH.
IIporpaMMHO-TeXHHYECKHE METOABI M CPEJCTBA 3ALIUTH HH()OPMAIIH.




19. IIporpammHO-anmapaTHbie METO/IbI U CPEACTBA OTPAHUYEHUS IOCTYNAa K KOMIIOHEHTaM
KOMIIBIOTEPA.
20. MeTopI ¥ OAXO0/IbI UCCIICIOBAHUS JJISl BBISIBJICHUS PUCKOB.

Tunoevie memot 011 peghepamos (¢ n0020MOBKOI 00KIAOA U NPE3CHMAYUU):

1. AxtyanbHOCTH Mpo06eMbl 3amUThl HHPOopMannuu. OCHOBHbIE (DaKTOPHI MOBBIIICHUS
ySI3BUMOCTH MH(OpMaIy. PUCKU B IPOMBILIIEHHOCTH.

2.  OcHoBHBIE IOHATHUS HH(DOPMAIIMOHHOH O6e30macHoCTH. Poccuiickoe 1 MexXIyHapOJHOE
3aKOHOJATEeJIbCTBO.

3. Poccuiickoe 3aKOHOIATENBCTBO MO 3AMIUTE MHOOPMAITHOHHBIX TEXHOIOTHH.
HopmartuHo-1ipaBoBast uH(opMarus.

4. Cucrembl 3alIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYIA B ONIEPAIIMOHHBIX CUCTEMaX U
JIOKAJIbHBIX CETSIX Mepeiadyn JaHHbIX.

Mertoasl u cpencTBa 3amuThl HHPopManuu B Internet.

ITomuTkK 6€30MacHOCTH.

Opranu3anys CeKpeTHOTO JIEIONPOU3BOICTBA U MEPOTIPUATHIA 1O 3alIUTE HH(POPMAITUH.
IIporpaMMHO-TeXHUYECKHE METOABI M CPEJCTBA 3aALIUTH MH()OPMAIIH.
[IporpamMHO-anmapaTHbIE METO/IBI M CPEICTBA OTPAHUYEHHS TOCTYIA K KOMIIOHEHTaM
KOMITbIOTEPA.

10. T'eneparus rnceBAOCITydaifHBIX MTOCIEI0BATEILHOCTEN YHCEN B CHCTEMaX 3allUThI
uHpopmanuu.

11. AmepuxaHckuii ctanaapt mudposanus qanHbix DES.

12. OreuectBennslii crangapt mudposanus qanubx (TOCT 28147-89).

13. Aunropurm mmdppoBanus Juddu-Xemmmana.

14. OnnonampaBieHHbIE XAII-(PYHKLIUH.

15. DnexrponHas 1uppoBasi MOANUCH

16. IlpumeHnenue GpyHKIUN XEMUPOBAHUS B HICHTU(UKAIUH U TIPOBEPKE MOJTMHHOCTH.
17. Anropurmsr MDS5, SSH.

18. OcHoBHBIE (HYHKITHI MEKCETEBBIX HKPAHOB ISl (PUIBTpALIMK COOOIIEHUN U 3aIIUTHI
uH(pOpMaLUH.

19. 3ammuTa OT OTHAAOK U AU3ACCEMOIHUPOBAHUSI.

20. CriocoObI BCTpanBaHUS 3alMUTHBIX MEXaHU3MOB B TIPOrpaMMHOE 00eCIIeUCHHE.

21. Mertoabl nepexBaTa U HaBsI3bIBaHUS MH(OPMAIUH.

22. Merobl BHEAPEHUS MPOTPAMMHBIX 3aKJIA/IOK.

23. KomnbroTepHbIe BUPYChI KaK 0COOBIN KJIacC pa3pyIIaloLiuX MIPOrpaMMHBIX BO3EHCTBUI.
24. 3ammra oT pa3pylIaouX MPOrpaMMHBIX BO3/1E€HCTBHMA.

25. Knaccugukaius cHCTEM 3alUThl HOCUTENeH HHPOPMAIIHH.

26. Metoabl U CpeCcTBa 3aIlUThl HOCUTENEH HH(DOPMAIIH.

27. Buasl mHPOpPMAIMOHHBIX pecypcoB. CIocoOb! 3aIUTH HHPOPMAIIMOHHBIX PECYpPCOB OT
HECaHKIIMOHUPOBAHHOTO JAOCTYIIA.

28. Crioco0bI 32U THl THPOPMAITMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
29. OcHOBHBIE BUBI aTAaK Ha MPOTOKOJIBI ayTeHTU(UKAITUH.

30. Bompocs! 3amuThl aBTOPCKOTO TpaBa (MMYIIECTBEHHBIC M HEMMYIIIECTBEHHBIE TTPaBa).
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Tunoevie 8ONPOCHI K IK3AMEHY .

1. AKTyanbHOCTH TpoOsieMbl 3amiuThl UHGopManuu. OCHOBHBIE (PAKTOPHI MOBBIIIECHUS
ySI3BUMOCTH MH(OpMaIK. PUCKU B TPOMBIIIIEHHOCTH.

2. OcHoBHble  mOHsATHS  WHGOpMarmoHHOW  Oe3omacHocTH.  Poccuiickoe  u
MEXYHapOJHOE 3aKOHOATENbCTBO.
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Poccuiickoe 3aKOHOAATENBCTBO IO  3alIMTe WH(POPMALMOHHBIX TEXHOJIOTHH.
HopmartuHo-1ipaBoBas uH(opmManus.

CucreMsbl 3alIUTHl OT HECAHKIIMOHUPOBAHHOIO JIOCTYIIA B ONIEPALIMOHHBIX CUCTEMAX U
JIOKAQJIBHBIX CETAX Mepeladu JaHHBIX.

Mertoas! 1 cpeacTBa 3amuThl HHpopManuu B Internet.

[TonuTrky 6€30M1aCHOCTH.

Opranuzanys CEKpPETHOTO JEJIONPOM3BOJACTBA W MEPONPUATUH IO  3allUTe
nHpopmanuu.

[TporpaMMHO-TEXHUYECKHE METO/IbI U CPECTBA 3alUTHI HH(OPMAIIHH.
[IporpaMMHoO-anmapaTHple  METOABI M CPEACTBA  OTPaHMYEHUs JOCTyNa K
KOMIIOHEHTaM KOMIIBIOTEpA.

Pa3zpaboTka mporpaMMHOro MakeTa CHCTeMbl IH(POBAaHUS HMHPOPMALUU METOJIOM
Bepnama.

['eHepanys 1ceBIOCIyYalHBIX IOCJIENOBATEIbHOCTEN YUCEN B CHCTEMAax 3alllUThl
uHpOpMaLIUH.

AMepukaHCcKui ctanaapt mudposanus qanasix DES.

OrtevecTBeHHbIN crannapt mudposanus qanHbix ('OCT 28147-89).

Anroput™m mudpoBanus Hduddu-Xemnmmana.

OpHoOHamnpaBieHHBIE XAI-(YHKINH.

OnexTpoHHas M(poBast MOIUCH

[Tpumenenne GyHKIMH XEIMUPOBAHUS B HACHTU(UKAIIUN U IPOBEPKE TOUTMHHOCTH.
Anroputmbel MDS5, SSH.

OcHoBHBIE (DYHKIIHI MEXKCETEBBIX IKPAHOB /s (QUIBTPALUU COOOUICHUN W 3alHUTHI
uHpopmanuu.

3amuTa OT OTJIa/10K U AU3acCeMOIMPOBAHUSL.

Crioco0b! BcTpanBaHuUs 3alIUTHBIX MEXaHU3MOB B IPOrpaMMHOE 00ecIieueHue.
MerTto/1bl IepexBaTa U HaBs3bIBaHUS UHPOPMAIUU.

MeTtoapl BHEAPEHNS TPOIrPAMMHBIX 3aKJIAJIOK.

KomneloTepHsle BHpPYChl Kak OCOOBIM Kjacc pa3pylIalOIUX IMPOTrPaMMHBIX
BO3JICUCTBUM.

3amura OT pa3pytarouuX IPOrPaMMHBIX BO3/IEHCTBUM.

Knaccugukarus cucrem 3aluTsl HOCUTENeH HHPOPMaLIUK.

MeTto/ibl U cpesicTBa 3alIUThl HOCUTENEeH HH(OpMALINHL.

Buasl napopmannoHHsix pecypcoB. CrocoObl 3aluThl HHPOPMALMOHHBIX PECYPCOB
OT HECAaHKLIMOHUPOBAHHOTO JJOCTYTIA.

Crioco6b! 3a1uThl THPOPMAITMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
OcHoBHbIE BUBI aTaK Ha MPOTOKOJIBI AyTEHTU(PHUKAIUH.

OcHOBHBIE IPUEMBI IPEAOTBPAILIEHUS aTaK.

Bonpocs! 3amuThl aBTOpCKOro npasa (MMYILECTBEHHbBIE U HEMMYIIIECTBEHHbIE ITPaBa).



